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Purpose of This Guide

This guide is designed to provide system administrators with detailed
information concerning HOB MacGate, to help them decide where and when
this product can be most effectively deployed in their enterprise network.

The procedures for configuring the individual software components are
documented in detail with step-by-step instructions.

Symbols and Conventions

This guide uses certain symbols and conventions to help the reader. These
are explained below:

-2 This symbol indicates useful tips that can make your work easier .

—= This symbol indicates additional informative text.

% This symbol indicates an important tip or procedure that may have far -
% reaching effects. Please consider carefully the consequences of any
changes and settings you make here.

This symbol indicates that there is additional information on this t opic
?/ in the online help.

This symbol indicates procedural steps. The individual steps are
numbered as follows:

1. Step

2. Qrecn

1 Keys or key combinations are displayed in square brackets, e.g. [Space].

1 References to program commands and dialog boxes are printed in bold
type, e.g. Select the command Op e n.é

9 Cross-references to chapter headings with page numbers are marked in
color as follows: 1 Overview, page 7.

1 Text, screen displays and file names to be entered by the user are
displayed in the font Courier New . Thisinputis — unless otherwise
mentioned - case sensitive.
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HOB MacGate Overview

1. Overview

1.1.

What is HOB MacGa te?

HOB MacGate gives you access to your Mac Computers across your network
i through the LAN or over the Internet - with any RDP client from any client
platform.

HOB MacGate merges the Mac OS X desktop onto the PC desktop and gives
the user the experience and usability of working simultaneously on both PC
and Mac. The user sees the desktop of the remote system on the client
computer, and can work with this as if locally installed on their PC.

HOB MacGate also has the great advantage that the user need not install any
software on the client. We recommend using HOBLink JWT to obtain high-
performance access under any Java-capable platform, and this can be used
under any client OS, such as Windows or Linux.

HOB MacGate is the extension to HOB RD VPN (Remote Desktop Virtual
Private Network), the HOB software solution that affords PCs, and now Macs,
secure SSL/TLS encrypted remote access to the applications and data in their
enterprise network.

HOB MacGate

Client

ed. =
Windows,|" " Mac
Linux

Diagram 1: Accessing a Mac remotely with any client platform

1.2. Features of HOB MacGate

Connectivity Solutions by HOB

HOB MacGate 1.2 comes with the following features included:
1 Single User Remote access to Mac Desktops

9 Synchronization of remote and local monitor resolution i the chosen
display on the monitor of one machine is matched on the other

1 Copy and paste of text from a program running on one machine to a
program running on the other machine

1 International keyboard support

9 Mouse pointer image synchronization between the two machines
1 Configurable server port

1 Configurable Terminal Server security levels

1 Installer package in both English and German
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1.3. HOB MacGate running as a Daemon

HOB MacGate runs on your Mac as a Daemon under Mac OS X. A Daemon
(disk and execution monitor) is a computer program that runs invisibly in the
background rather than under the direct control of a user. Daemons are
usually initiated as background processes, so once HOB MacGate is installed
it runs permanently and need not be individually started.
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HOB MacGate Installation

2. Installation

2.1. System Requirements

HOB MacGate is a relatively small software package, but failure to deploy it on
suitable hardware can result in poor performance. Please ensure that your
system supports these basic requirements. The HOB MacGate software need
only be installed on the Mac side, with your preferred RDP software on the
client side. Once the few simple configuration steps are completed your Mac
and PC environments are fully integrated when the system restarts.

2.1.1. Mac System

The Mac computer must have Mac OS X 10.5 (Tiger edition) or newer
installed. We recommend using hardware with a CPU of at least 1GHz and
256 MB RAM.

2.1.2. Client System

On the client side we recommend using HOBLink JWT, the Java terminal
server client component of HOB RD VPN. Also supported are UWT and the
Microsoft RDP client, MS Remote Desktop Connection.

2.1.3. Memory Requirements
The following information refers to a typical installation and is only
approximate. The actual values depend on the OS being used.
The installation requires about 10 MB hard disk space on your Mac.

2.1.4. Installing HOB MacGate

1. HOB MacGate 1.2 is delivered as a disk image (.dmg) file. The first step
is to copy this file, HOBMacGatel.2 .dmg, to your Mac desktop.

2. Double click the disk image to open it. The image loads as a new
volume on your desktop. This new volume is named HOB MacGate 1.2.
Click this volume to display its contents.

3. Once the HOB MacGate volume is open, double click the file HOB
MacGate. pkg . This starts the installation program. Also included in this
volume is a .pdf version of the HOB MacGate Administration Guide.
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e00 «w Install HOB MacGate

Welcome to the HOB MacGate Installer

© Introduction

© Read Me You will be guided through the steps necessary to
install this software.

Cr—————
Continue )

Diagram 2: HOB MacGate Installer

4. The HOB MacGate Installer program guides you through the installation
process. Click Continue after each step.

5. Once the installation is complete HOB MacGate starts automatically and
you may how connect to your RDP Client.

6. HOB MacGate is ready for use as soon as the system restarts.

10 Connectivity Solutions by HOB
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3. Configuration

3.1. Configuring HOB MacGate

HOB MacGate must be properly configured on both the Mac and the client
sides for it to run. On each side only a couple of simple steps are required. We
recommend, however, that you take some time to read through these
instructions carefully to ensure that it is clear what needs to be done for each
of these steps.

To configure MacGate, open System Preferences and select the HOB
MacGate item from the Other group, see Diagram 3 below.

® 0 System Preferences
Show All Q HOB MacGate
Personal
] = &
o - = o
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware
I3 -* = ) 1 i : \
9 _,) = W & -— ii &._
Bluetooth CDs & DVDs Displays Energy Keyboard & Trackpad Print & Fax Sound
Saver Mouse

Internet & Network

N ® Q @

MobileMe Network QuickTime Sharing
System
@ ¢ 2 @ ©
R & A @ % ,
Accounts Date & Time Parental Software Speech Startup Disk Time Machine  Universal
Controls Update Access
Other
O @ e | 18]
Déja Vu FlipdMac  HOB MacGate Version Cue
WMV cs3

Diagram 3: System Preferences featuring HOB MacGate

The HOB MacGate Status screen is then displayed. This screen indicates with
a small colored button at the top and the words On or Off that show if the
program is currently running.

The following items can be configured:
Port

This is the port through which HOB MacGate is accessed. The default port is
port 3389, but this may be changed to suit your local system requirements.
This port number, together with the IP address of the Mac, constitutes the
target for the RDP client configuration.

Security Level

Your data can be protected by encrypting it on the communications link
between the client and the Mac. Encryption protects against the risk of
unauthorized interception of transmitted data. By default, Remote Desktop
sessions are encrypted at the highest level of security available (128-bit).
However, some older versions of Terminal Services client software do not

Connectivity Solutions by HOB 11
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support this high level of encryption. If your network contains such legacy
clients, set the encryption level of the connection to send and receive data at
the highest encryption level supported by the client.

 Low
This encryption level (40- or 56-bit, RC4) of the data from the client to
the server should be used only if other additional encryption protects
your data, for example when you are using HOB RD VPN.

1 Client Compatible
This level encrypts data sent between the client and the remote
computer at the maximum key strength supported by the client. Use
this level if your client computer does not support 128-bit encryption.

T High
This level encrypts data sent from the client to the remote computer
and from the remote computer to the client using strong 128-bit
encryption. Use this level only if you are sure that your client computer
supports 128-bit encryption (if it is running Windows XP Professional,
for example). Clients that do not support this level of encryption are not
able to connect.

Extended Log

Messages from HOB MacGate are automatically written into the log contained
in the folder Library:Logs:HOB . The log can be displayed with the Console
program contained in the Utilities folder of your Mac.

For diagnostic purposes you can enable the Extended Log, logging more
details about your work. However this results in more computing capacity
being used, slowing down your computer. Because of this we recommend that
for your daily work the Extended Log should be disabled.

Logout after disconnect:

Check this box if you wish HOB MacGate to automatically log the user out
whenever the system disconnects. This includes voluntary disconnections and
any potential system crash or loss of signal. For security reasons it is
recommended to select this option in the case a loss of connection occurs.

Disable HOB MacGate:

Check this box if you wish to disable HOB MacGate. With this box selected
your computer will not automatically establish a connection to HOB MacGate
whenever you logon. This could be done for security reasons in case a
connection to another machine is suspected to be a threat.
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3.2.

Configuring HOBLink JWT

Now that the Mac side installation and configuration are complete, the next

Configuration

step is to configure the connection to the client (Windows PC) side. Here the

configuration on HOBLink JWT is described, but UWT and MS RDP client
software are also suitable. In this case refer to your client software with
regards to configuration, but use the settings as described below.

Once these steps have been completed, you can connect HOBLink JWT to
the Mac to display the desktop.

3.2.1. Configuring the Connection

1. Open HOBLink JWT Session Editor. From the organization tree in the
left pane select the Connection scheme.

= | HOBLink JWT Se

o MacGate Session

@7 Connection - MacGate
F]M Scheme Name:  MacGate

Connection | startup | RDP Options

pLogon- =Default= Connection Type
@Display- =Default=

< Keyboard - <Default= Connection Type: Direct
&5 other Devices - <Default=

.'_:éiPrinter- =Default= Server

| &l Local Drive Mapping - =Default=
‘) Ports Redirection - =Default=

i others - <Default> Terminal Server  MyMac.mycompany.com

™ Choose Terminal Server at runtime

Port: 3389

WEP Server in case of HOE RD VPN

v Prompt user when connecting

Prosy

Use Client Side Proxy:  Auto Detect

MNew | Delete J Cancel | Default

Diagram 4: HOBLink JWT Session Editor ®Connection scheme

2. Click New at the bottom of the left pane (see Diagram 4 above)to create

a new scheme.

3. Enter an appropriate Scheme Name on the right hand side pane for the
connection to the HOB MacGate, such as MacGate . This should be a
name consistent with the sessions you are about to perform once the
program is fully configured.

4. For Connection Type select Direct . This sets up the client to
communicate directly with the server, and no t go through other proxies.

5. Disable the Choose Terminal Server at runtime checkbox. This is to

make sure that the Mac running HOB MacGate is selected as the desired

server.

Connectivity Solutions by HOB
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6. For Terminal Server enter the IP address or the host name of the Mac to
be connected to (e.g. MyMac.mycompany.com ). All servers have names
in these two forms by which they are identified on the network, so either
can be used here.

7. For Port enter the number of the port that is to be used for the
connection. The default value is 3389. If you have entered a different port
number in the HOB MacGate configuration (see Section 3.1), then this
port number must be entered here.

8. The WSP Server in case of HOB RD VPN configuration may be ignored
here, and the Proxy configuration should be configured only if your
network requires http proxies in order to connect to the Mac.

9. The connection is now configured. If you click Close now, the JIWT
Session Editor closes and must be reopened to continue.

10. Select the Logon scheme from the Left hand pane and click New.

— | HOBLink JWT Se

o MacGate Session

@ Connection - MacGate
'm] MacGate

ﬁmgnn- MacGate
.”] Logan

@Display- =Default=

¥ Keyboard - <Default= I Logon Automatically

[&&) Other Devices - <Defaults

S Printer- <Default=

[ 5l Local Drive Mapping - <Default- [~ Use HOB EA user namelpassword

‘) Ports Redirection - =Default=

I Others - <Default=

Logon

Scheme Name MacGate

[ Use HOB Single SignOn

I~ Do not prompt for user name with Load Balancing

User name: MacUser

Password:

Domain:

New | Delete J Cancel | Default

Diagram 5: HOBLink JWT Session Editor ®Logon scheme

11. Enter a Scheme Name (e.g. MacGate) . Again this should be a name
consistent with the sessions you wish to perform.

12. Enter a User Name and Password for the logon to t he Mac. These must
be the login User Name and Password for your Mac, as it is to the Mac
you want to connect as it must allow you access. Here Mac is used as the
User name.

% These User Name and Password entries are required at configuration
%% and cannot be newly specified during the logon procedure .

13. Click Close to apply the settings and close HOBLink JWT Session
Editor. The connection is now configured, and JWT can now connect to
the Mac desktop.
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3.3. Configuring Microsoft Remote Desktop Connection

If using a standard RDP connection, the following entries will be required. In
this example Microsoft Remote Desktop Configuration is used as an
illustration.

1. From the Start menu click Start > All Programs > Accessories > Remote
Desktop Connection.

2. Click Options to expand the screen to that shown below.

\ Remote Desktop
s Connection

General | Display I Local Resources ] Programs I Experience I Advanced

Logon settings
E k‘ Enter the name of the remote computer.
.y

Computer: MyMac mycompany.com
Username:  mac

You will be asked for credentials when you connect.

[V]:Allow me to save credentialsi

Connection settings

Save the cument connection settings to an RDP file or open a
J saved connection.

[ Save ][ Save As... ][ Open...

[ Comnect || Cancel || Hep || Options <<

Diagram 6: MS Remote desktop Connection ®Logon scheme
3. Enter the IP address or the host name of the Mac in the Computer field.
4. Enter the User name of the Mac.

5. Enable the Allow me to save credentials check box. This is necessary as
the system requires these credentials (User name and Password) as
without these saved the connection will fail.

6. Click Connect to establish the connection.
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4. Combining HOB MacGate with HOB RD VPN

4.1.

4.2.

HOB MacGate can be combined with HOB RD VPN to offer a performant
solution for secure remote access to the applications and data in the Mac
network.

These last two steps described below enable RDP communication to take
place between the two computers. For this the WebSecureProxy (WSP)
component of HOB RD VPN is used for the server side software configuration.
This is the secure system proxy that transmits and receives data between the
machines in the network.

Configuring HOB MacGate to work with HOB RD
VPN

No extra configuration of HOB MacGate is required to set it up to
communicate with HOB RD VPN. Please refer to Section 3.1 for all the
necessary configuration information.

Configuring WebSecureProxy

When using HOB MacGate with HOB RD VPN, first configure the
WebSecureProxy to allow RDP communications. To do this, proceed as
follows:

1. Open HOB WebSecureProxy configuration. The following screen is
displayed.

@ HOB RD VPN WehbSecureProxy [proxy1, proxies firm] E@El

File Management Help

@ prowy1 pro}ies firm h
Settings 4
t 3
o= @f Connections
[ server Lists WSP
51 RADIUS Bervers
&4 User Graups
? Target Filters

Use the Add and Remove buttons to manage the schermes.

Diagram 7: Configuration screen of HOB RD VPN WebSecureProxy

2. Click Server Lists and click Add at the bottom left. This opens the Server
List screen (see Diagram 8 below).
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% HOB RD VPN WebSecureProxy [proxy1,proxies firm]

File Management Help

@ proxyl proxies firm 4" Server List ‘
f Seftings ‘
o= 2 WP :
o gf Connections q
¢ m Server Lists ] MName ‘MacGate
) MacGate a
@1 RADIUS Servers d Usge the Add and Remaove huttons to manage the senvers within this
i User Groups | Server List

? Target Filters

Diagram 8: Setting up S erver configuration in HOB RD VPN WebSecureProxy

3. Inthe Name field, enter a name (e.g. MacGate). At this point any relevant
name may be used. Click Add to display the Server configuration screen.

% HOB RD VPN WebSecureP roxy [proxy1,proxies,firm]

File Management Help
% nrowy proxies,firm : Server configuration |
Settings 1
o B wisP ‘| Mame |Maczats |
o gf Connections 4
¢ I Server Lists || Made: |1:1 Gateway |V|
¢ 0 MacGate 4
Q ]
:| Use network adapter: [A -
U RADIUS Servers ] i | e | |
&d User Groups 4
T TargetFilters | VeI |Nune |'|
Predefined protacal: |RDP Windows Terminal Server - HOB EXT-1 |V|
i 1:1 Gateway-
HostIP Address: |Myhac mycompany com
Host port: 3389
| Timeoutseey:  [s00
|

Diagram 9: Server configuration in HOB RD VPN WebSecureProxy

4. The Mode selected must be 1:1 Gat eway. This sets up a direct one-to-
one communication with the server.

5. Under Predefined protocol select RDP Windows Terminal Server -

HOB EXT- 1. This is a default protocol created to ensure that HOBLink
JWT connects correctly to HOB MacGate.

6. For Host IP Address, enter either the IP address or host name of the Mac
to be connected to (e.g. MyMac.mycompany.com ).

7. For Host port, enter the port number used for the connection to the Mac
(default: 3389). If you have entered a different port number in the HOB
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MacGate configuration (see Section 3.1), then this port number must be

entered here.

8. Click from the main menu File > Save and exit the WebSecureProxy

configuration.

4.3. Configuring a JWT Session

The final step is configuring the client side software (here HOBLink JWT is

Combining HOB MacGate with HOB RD VPN

described) so that it recognizes the new machine (the Mac) to which it is now

connected.

Setting up an RD VPN connection for MacGate
1. Open EA Administration (the administration component of HOB RD VPN).

2. Select a User and right-click to display the dropdown menu. Then select
Configure > Sessions > HOBLink JWT. The following screen is

displayed (Diagram 10).

#= HOB EA Administration: "administrator’ connected to 172.22.70.162

File Edit EA Server Ufilities Help
*| & \& % 7 k& DD K Q6 E]
Organization hierarchy Item contents of "usersfirm"
@ firrm § administratar
o [ graups guest
o (] retvpn mac
] users & ndditem...
& Properties...
&% Delete item
/' Configure | HOBRDVPN »
View log file.. | Sessions ¥ HOBLink JWT
\k Cut Litilities ¥ HOBLink J-Term
& Copy b HOBLink FTP
Paste HOBLink TE 3270/5250//T
& Finditem... HOBLink TE X11
HOBLink SSH
Add Properties Delete ‘ ‘ Configure j HOBLink JWT

Diagram 10: Opening HOBLink JWT Session configuration in HOB RD VPN

3. The HOBLink JWT Administration screen is displayed (Diagram 11 below).
In the tree structure on the left select the item Schemes in the

organization tree, select Connection and click New on the bottom left to

configure a new connection.

Connectivity Solutions by HOB
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¥ HOBLink JWT Administration

= Mac,usersfirm :
o) '}s; ' Connection | OB wWSP | Startup | RDP Options
(Hsessions
<7 Schemes Scheme Marne: |MacGate
@ Connection Connection Type
I8]accate
A Logon Connection Type: |tk R
9 Digplay
2 Keyboard WehSecureProxies
2] Other Devices
5 Printer ¥ Inherit WSP configuration from HOB Startup Options Manager
) Local Drive Mappin
@ PRing \WehSec reProvy Fort pad_|
P Ports Redirection
Hothers
Proxy
Use Client Side Prowy: | Auto Detect j
Mew | Delete Cancel | Default Verify | Close Help

Diagram 11: HOBLink JWT Ad ministration window ®Connection tab

HOB MacGate

4. For Scheme Name enter a name for the new connection scheme, e.g.
MacGate . This must be consistent with the naming convention used

before.

5. Under Connection Type select WebSecureProxy Socks Mode . This

completes the connection configuration.

6. Now open the HOB WSP tab. The following screen is displayed:

(& macusersfim
‘W Sessions

© WacGate WSP Socks Server
¥ Schemes

4@ Connection

Connection HOB WSP ‘ Blartup‘ RDP Options

[~ Prampt user when connecting
ﬁ Logon

I Maczate
W pisplay
< Kevhoard
(&) Other Devices
.':-','rsPrinter
[ 8 Lacal Drive Mapping
T Ponts Redirection

Serer Name:  |MyMac.mycompany.com

ﬁiothers
WWEP Load Balancing
" Connectto Server with least load
" Selectfrom all responding Servers
Mew | Delete Cancel | Default vetify | Close Help

Diagram 12: HOBLink JWT Administration window ®HOB WSP tab

7. Deselect the checkbox Prompt user when connecting.

8. For Server Name enter the name of the server configured under Server
List exactly as given for the connection in the Name field in the WSP
configuration (see Diagram 9: Server configuration in HOB RD VPN
WebSecureProxy, page 18). This is now the Socks server. This completes

the WSP configuration.
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9. Now click the Logon scheme in the tree organization and click New on the
bottom left to create a new logon scheme. The following screen is
displayed (Diagram 13).

Diagram 13: HOBLink JWT Administration window ®Logon tab

10. Enter a Scheme Name, User Name and Password to complete this step.
This information must match exactly that entered in Section 3.2.1
Configuring the Connection (see Diagram 4).

11. Finally click Sessions in the tree on the left and click New on the bottom
left. The following screen is displayed (Diagram 14).

Diagram 14: HOBLink JWT Administration window ®Sessions tab

12. Configure a new session to use your new connection and logon scheme.

13. Click Close to save the settings and close HOBLink JWT
Administration.

HOB MacGate is now fully configured to run alongside HOB RD VPN, giving
you the full benefits of the complete solution for remote access to your Mac
server whenever and wherever you need it.
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